[Ipunoxkenue 2
K 00s3aTesbHO nH(GOpMaLIUK
JUISE pa3MellieHus Ha caiire

HMHP®OPMALNOHHAS ITAMSITKA
JUISL OBYYAKOIUXCS IJISI PASMEILEHUS
HA OPHUHUAJIBHBIX HHTEPHET-PECYPCAX

C KaX/IbIM r0O/IOM MOJIOJIeXKH B MHTEPHETe CTAHOBUTHLCS OOJIbILE, @ MIKOJIb-
HUKH OJIHM M3 CaMbIX aKTUBHBIX IoJib30Baresied Pynera. Mexay Tem, NoMHMO
OIPOMHOI0 KOJIM4ECTBAa BO3MOKHOCTEH, MHTEPHET HeceT U 1poblieMbl. JITa namsr-
Ka JI0JDKHA MOMO4Yb TeO¢e 06e3011aCHO HaXOUThCH B CCTH.

KomnbioTepibie BUPYChI

KoMIIbIOTEpHBIH BHPYC - 9TO PasHOBUIHOCTH KOMIILIOTEPHBIX IpOIpamm,
OTJIMYUTE/ILHOW 0COOCHHOCTBIO KOTOPOI ABIAETCS CIIOCOOHOCTH K Pa3MHOKCHUIO.
B nonosnnenue k 3TOMY, BUPYChl MOI'YT [OBPEIMTH MJIM MOJHOCTHIO YHHUUYTOKHTD
Bce (paiiiibl U JaHHbIC, TOJAKOHTPOJIBHBIC M0JIL30BATENI0, OT HMEHH KOTOPOro Obuia
3anylleHa 3apakKeHHas MporpaMma, a TakKe MOBPEJIUTb WIIM Jaxe YHUYTOKHUTD
OIEPallHOHHYIO CHCTEMY cO BeeMH Gaiiamu B ueiaoM. B OonbmmHeTBe ciiyvaes
pacrpoCTpaHsOTCH BUPYChI Yepe3 HHTEPHET.

MeTo/1bl 3aLUThI OT BPEJAOHOCHBIX [TPOIpamMMm:

. Ucnonb3yil coBpeMeHHbIE ONEPAalMOHHBIC CHCTEMbI, MMEIOLIME CEPbe3-
HBIH YPOBEHb 3aLLUTLI OT BPEJIOHOCHBIX IIPOIrPaMM;

2. IlocTossHHO ycTaHaBiMBail naytu (LMQPOBbIC 3AILIATKM, KOTOPbIE aBTO-
MaTHYECKH YCTAHABIMBAIOTCS C LIEJIBIO J0padOTKH NporpamMmel) U Jipyrue oOHOB-
JIGHUs CBOEH OIlepalMOHHOM cHucTeMbl. CKayuBail MX TOJbLKO ¢ OQUUHAILHOIO
caiita paspaborurka OC. Eciau cywecTByer pexuM aBTOMAaTHYeCKoro oOHoOBIIe-
HUS, BKIIIOYH €ro;

3. PaBoraii Ha cBOEM KOMIILIOTEpE I10/1 [paBaMU 10JIL30BATE/Is, a He aJIMHU-
HUCTpaTOpa. DTO HE MO3BOJIMT OOJIBIIMHCTBY BPEAOHOCHBIX IPOIPAMM HHCTAILIN-
poBaThCs Ha TBOEM NMEPCOHATBHOM KOMIIBIOTEPE;

4. Ucnonws3yil aHTUBUPYCHbBIE NIPOIPAMMHBIE TPO/LYKThI W3BECTHLIX MPOU3-
BOJMUTEJICH, C aBTOMATHYECKUM OOHOBJICHMEM 0a3;

5. Orpanndb GpU3n4ecKuil J0CTYI K KOMIBIOTEPY JUISl TIOCTOPOHHUX JIMLL;

6. Ucnone3yit BHewmHKe HocuTelnn UHOpMallMK, Takue Kak (uiellka, JIMCK
uiH (aitil U3 HHTEpHETAa, TOJILKO U3 IIPOBEPEHHBIX HCTOUYHUKOB,;

7. He orkpnbiBaii koMIbloTepHble (haiiibl, MOJyYeHHbIE U3 HEHAJACKHBIX MC-
TOYHHKOB. /laxke Te Qaiibl, KOTOpbIe MpHCIan TBOH 3HAKOMBIN. Jly4iie yTounu y
Hero, OTIIPaBIIs/ JIM OH Tede UX.

Ceru WI-FI

Wi-Fi - 510 He Buj niepe/iaum JIanHbIX, HE TEXHOJIOIMS, @ BCEro JIMIb Open,
mapka. Eme B 1991 rojy nuaepianjickas KOMIaHus 3aperucTpuposaia OpeH



"WECA", uro obo3nauano ciosocoderanue "Wireless Fidelity", koropbiii nepe-
BOAMTCA Kak "OecnpoBo/iHas TOYHOCTD" .

Jlo nauero Bpemenu Jiolia jpyras abOpeBuarypa, KOTopasi sSBJsieTcs Takom
Ke TexHojorueil. Dro abOpesuarypa "Wi-Fi". Takoe na3Banue ObUIO JaHO C
HaMEKOM Ha CTaHAapT BbIcuIeH 3ByKOBOH TexHuku Hi-Fi, uyto B nepesojie o3naya-
eT "BbICOKAS TOYHOCTL'".

Ja, OGecrinaTHbIl MHTEpHET-0CTYII B Kade, OTelsIX U adporoprax sBjsercs
OTIMYHOW BO3MOXHOCTBIO BbIX0J1a B MHTepHeT. HO MHOruMe sKCHepTbl CHMTAIOT,
yTo obwenoctynusie Wi-Fi cetn He sapusiores 6e30macHbIMU.

CoBeTsl 10 6e30nacHOCTH padoThl B 00LIeA0CTYNHBIX ceTsiX Wi-fi:

l. He nepenasaii cBoio nuuHyro uHpopmaluio yepes oobuiepocrynusie Wi-Fi
cetH. Paboras B HHX, JKEJIaTCJ/IbHO HC BBOJHUTDL I1apOJik J0CTYIIA, JIOTHHbBI H KaKHE-
TO HOMEpa,;

2. Mcnone3yit 1 oOHOBIISIH aHTUBUPYCHbLIE IIpoIpaMMbl U Opanjmayep. Tem
caMbIM Tbl 00e30nacHiilb cedsi OT 3aKa4Ku BUPyca Ha TBOE YCTPONCTBO;

3. [1pu ucnonwzoanun Wi-Fi oTkmoun ¢pynkuuio "O6uwmi jgoctyn K daii-
naMm U npuHrepam". Jlanuasi QyHKUMS 3aKpbiTa [10 YMOJIYAHHUIO, OJIHAKO HEKOTO-
pble MOJb30BATEIM aKTUBHMPYIOT €€ JUIs y/100CTBa MCIOIb30BaHUs B padoTe WIIn
yuebe;

4. He wucnonesyi nyOumunsii WI-FI juis nepejaayu JIMUHBIX JIQHHBIX,
Halnpumep /Ui BbIXO/a B COLIMAIBHBIC CETH MIIM B DJIEKTPOHHYIO MOYTY:

5. Mcnonb3yit Tosibko 3amuuieHHoe coeaunenue yepes HITTPS, a ne HT'TP,
T.e. ipu Habope BeG-ajpeca BBOAM UMeHHO "hitps://";

6. B moOunsHom Tesedone orkimoun pyukuumio "Tloaxmouenne k Wi-Fi as-
tomarndeckn". He nonyckail aBroMaru4eckoro MoAKIIOYEHUs YCTPOHCTBA K ce-
tam Wi-Fi 6e3 TBoero coriacus.

CouuanbHble cETH

ConmanbHbIC CETH aKTHBHO BXO/ST B HALLY JKH3Hb, MHOI'ME JIIOAM paboTaior
M XKHMBYT TaM IIOCTOSHHO, a B Facebook yxke 3aperucrpupoBan MUILIMAP/L YEJIOBEK,
UTO SIBJISICTCS OJHOM CeJbMOi BCeX XKHUTEJICH I1aHeTbl. MHOIME 110J1b30BaTE/IN HE
MOHUMAKOT, 4YTO MH(OpMalMsA, pasMelUleHHas MMH B COLMAIBHBLIX CETAX, MOKET
ObITh HalJieHa U UCIIOJIB30BaHa KeM YIo/JHO, B TOM 4HHCJIE HE obsi3arennbHo ¢ OJia-
I'MMU HaMEpPEeHHSAMH.

OcHOBHBIE COBETbI 110 O€3011aCHOCTH B COLMA/ILHBIX CETAX:

l. Orpannub cnucok jpy3seit. Y 1ebs B JIpy3bsiX He JIOJKHO ObITh Clydai-
HBIX ¥ HE3HAKOMBIX JIIOJCH;

2. 3ammuiai cBOXO YacTHYIO Xu3Hb. He ykasbiBal napoJu, rejedonbl, ajpe-
ca, JIaTy TBOEro POXKACHUS U JAPYryIO JIMUHYIO MH(MOPMALMIO. 3JI0YMbILIIEHHHKH
MOT'YT UCIIOJIL30BaTh Jaxke UH(GOPMALMIO O TOM, KaK Thl U TBOH POJUTEIH IJIAHU-
pyere NMpoBeCTH KaHUKYJIbI;

3. Bamuiaii CBOIO peryTanyio - JIepKU ee B YMCTOTe M 3ajaBail cebe Bo-
npoc: xores Obl Thbl, YTOOBI JIPYTUe MMOJB30BATENIM BHJICIH, YTO ThI 3arpykKaellb’
[Toaymaii, mpesx/ie 4eM 4To-TO OIyOJIMKOBATb, HAIIMCATD U 3aIPy3HTh;



4. Ecau Tbl rOBOPULIL C JIHOJABMH, KOTOPLIX HE 3Haelllb, He UCHOJIb3YH CBOE
peasbHOe UMs M JPYIYIO JTHYHYIO MHQOPMALUK: HUMS, MECTO JKHUTEIBCTBA, MECTO
y4eObl U npouee;

5. U3Geraii pasmewienus Gororpaduit B Murepuere, rje Thl u300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO OIPE/ACIMTH TBOEC MECTOIOJIOKEHHE,

6. [lpu perucrpauuu B COUMAIBLHON CETH HEOOXOIMMO HCII0JIB30BATD CIIOK-
HbI€ TIAPOJIH, COCTOSALIME H3 OYKB M LH(P U ¢ KOJIHYECTBOM 3HAKOB He MeHee &;

7. JIns couMalbHON CeTH, IMOYTHl U JAPYIUX CaHTOB HEOOXOJAMMO HCII0JIL30-
BaTh pasHbie napoiu. Toraa eciu teds B3J10OMAIOT, TO 3J0YMBIUUIEHHUKH [10J1y4aT
JOCTYTI TOJILKO K OJJTHOMY MECTY, @ Hé BO BCe cpasy.

DNeKTPOHHBIE JE€HbI'!

DNEeKTPOHHbIE JIEHBI'H - ITO OYeHb YJ00HbBIHA Cr1oco0 riaTeken, 0/(HaKo Cy-
LECTBYIOT MOIUEHHUKH, KOTOPbIC XOTST I10JYUYUTh 9TH JACHbIM.

DIIeKTPOHHBIE JICHBI'M 1105IBUIMCH COBCEM HEJIaBHO M MMEHHO M3-3a 3TOI'0 BO
MHOTHX IOCY/1apCTBax 0 CHUX I10p HE IPOIMCAHO NP0 HUX B 3aKOHAX.

B Poccuu ke oHM (yHKUHMOHMPYIOT M O HUX YK€ IPOIKUCAHO B 3aKOHeE, I/1e
MX pas3/iesIflOT Ha HECKOJIbKO BMJIOB - AHOHMMHBIE M HE aHOHMMHble. PasHuua B
TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUThL onepaiun 6e3
MAEHTH(HUKALMY M0JIb30BaTells, @ B HEAHOHUMHBIX MJIeHTH(UKALIMSA 110J1b30BaTEIs
sBIsieTCS 00s513aTeNIbHOM.

Taxxe cineayer paznuuarh 2JIEKTPOHHBIC (PUATHBIE JACHBIM (PaBHbI rocyaap-
CTBEHHBIM BajlOTaM) M 2JIEKTPOHHbIC He(HaTHbIC JAEHbI'W (HE paBHbl rocy/ap-
CTBEHHBIM BalIOTaM).

OcHoBHBIE COBETHI 110 He30nacHoii pabote ¢ MEKTPOHHBIMU JICHbIAMU:

1. [lpuBsiku Kk cuery MoOMIbHBIA TeaedoH. DTo cambli y100HbBIH W ObICT-
phlk cr1oco® BOCCTAHOBHUTD JIOCTYT K cuety. IlpuBasanubliit Tenedon nomoxer, ec-
nu 3a0y/ielllb CBOM IUIATEXKHBIA 11apoJib WMJIM 3aii/ielllb Ha CalT ¢ HEe3HAKOMOI'o
yCTpO#CTBa;

2. Mcnonb3yit ojiHopa3oBble napoiid. [lociie nepexojia Ha yCHIeHHYIO aBTO-
pu3zanuio Tede yxke He OyAeT yrpoKarh OlacHOCTL KpaKy MM [1epexBara 1aTex-
HOI'0 MapoJis;

3. BeiGepu caoxublii naposs. llpecrynnukam Oyaer HE npocTo yrajaarb
CJIOKHBINA Maposb. Hajxexkxupie napoau - 910 napoji, KOTopble COJepKaT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOYHBIC U MPONUCHBIE OYKBbI, IM(PBI U HECKOJ1b-
KO CHMBOJIOB, TAKM€ KaK 3HAK JloJuiapa, ()yHTa, BOCKIMIATEIBHBIM 3HAK M T.IL.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHbBIC HA CAlTaX, KOTOPBLIM HE JIOBEpSEILIb.

DneKTpoHHAs 1oyTa

DNIeKTPOHHAs 1104Ta - ITO TEXHOJOIUS M IIPE/IOCTABIACMbIC €K YCIYTH 110
[epeChUIKE U IOJIYYEHHIO IEKTPOHHbLIX COOOLICHUH, KOTOPBIE paclpeie/IsioTcs B
KOMIBIOTEPHOH ceTH. OOBIYHO JICKTPOHHbIH 110YTOBBIA ALUIMK BBIIJISJUT CI1y-
I0LIMM 00pa3oM: MMs_Iosb30BaTelss(@nuMs_JjioMeHa. Takxke Kpome nepejadu 1po-
CTOro TEKCTa, MMEETCs BO3MOXKHOCTD IIepe/1aBarh (paiibl.

OcHoOBHbIE COBETHI 110 0e3011acHOM paboTe ¢ ICKTPOHHOH 1104TOM:



1. Hago BbiOpaTh npaBMJIbHBIH I1104TOBBIH cepBuc. B uHTEpHETE €CTb
OI'POMHBIH BBIOOP GecruiaTHbIX MOYTOBLIX CEPBUCOB, OJIHAKO JTYHIlIe JIOBEPATDH TEM,
KOI'0 3Haelllb U KTO IepBbIi B peiTHHIE;

2. He yxasbiBaii B 114HOi noute J1uynyto uudopmanuio. Harpumep, jyuuie
BbIOpaTh "My3biKaabHbIH_(anat@" uim "pok2013" Bmecto "remal3";

3. Hcnonb3yii JIByXOTalHyio aBTOpU3alHio. DTO KOrj|a MOMUMO [aposis
HY’KHO BBOJIMTb KO/, [IpUCBLIaeMblii mo SMS;

4. Bpibepu cioxHbli naposis. Jlist Kax/10ro noYToBOro AMKa JL0JKeH ObITh
CBOM HAJEKHbIN, YCTONYUBbIN K B3]IOMY [1apOJib;

5. Eciv ecTb BO3MOXKHOCTbL HAIIMCATh CAMOMY CBOM JIMYHBIA BOIIpOC, HUC-
10J1b3YH Ty BO3MOXKHOCTD;

6. Mcrnonb3yid HECKOJILKO MOYTOBBIX AMKOB. llepsbiA j1s yacTHOR nepe-
IMUCKHU C aJipecaTaMH, KOTOPLIM Tbl J0Bepseilb. DTO IEKTPOHHbIH a/jpec He HaJl0
MCIOJIL30BaTh MPH PErucTpaluu Ha popyMax U caifrax;

7. He orkpseiBail ¢aiibl ¥ JApyrue BIOKEHHS B IHCbMax, Jla)ke eclii OHH
NPULUIH OT TBOMX Apy3ei. Jlyulie yTouHM y HUX, OTUPABISAIM JIK OHM Tede ITH
¢aiiner;

8. Ilocne okoHuanusi paboTbl HA MOYTOBOM CepBMCE [epe/l 3aKpbITHEM
BKJIa/IKH ¢ calToM He 3a0y b HaxaTh Ha "Beliitn".

KubepOymiHr HiM BUpTYallbHOE U3/1eBaTelIbCTBO

KubepOysuiunr - npecnepoBanue cooOLIEHUAMH, COAEPIKALUMMHU OCKOpOJIe-
HUsl, arpeccHio, 3allyruBaHue; XyJIUIraHCTBO; COLMalbLHOE OOHKOTHPOBAHME C T10-
MOLIBIO pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl 110 Gopbbe ¢ knbepOysuIMHIOM:

1. He Opocaiics B 00#. JIyuuinii crocod: nocoBeToBaThCs Kak ceds BeCTH M,
€CJIM HeT TOro, K KOMy MOKHO O0OpaTUThCS, TO BHavajle ycrnokouTbes. Eciu Tbl
HaYyHEellb OTBe4YaTb OCKOPOJEHUsIMM Ha OCKOpOJIeHUs, TO TOJbKO euie Oosblie
pa3oicKelllb KOHMIUKT;

2. Ynpasinsii cBoei kubepperyraluei;

3. AHOHMMHOCTb B ceTd MHHUMas. CylecTBylOT CrocoObl BbIACHHTb, KTO

CTOUT 3a AaHOHUMHBIM AKKaYHTOM;
4. He crour BectH Xyhmranckuid oOpas supryanbHoi xusuu. Murepher

GHUKCHpYeT Bce TBOM JCHCTBMS M cOXpaHsieT MX. YaiuTb ux Oyaer kpaine 3a-
TPYAHUTEIIBHO,

5. CoOmoaaii CBOKO BUPTYAJIbHYIO YECTh CMOJIOLY;

6. Urnopupyit eaunuunblii Heratus. OHOpa30Bble OCKOPOUTE/IbHbBIE CO00-
LIEHHUs Jiydlle UrHopupoBarh. OOBIYHO arpeccusi MpeKpaunaercs Ha HavalbHOM
CTa/IMH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHHSMH, B
COLIMAJIbHBIX CETSX €CTh BO3MOKHOCTH OJIOKHPOBKH OTIIPABKH COOOILIEHHI ¢ olpe-
JIeJIeHHBIX a/IpecoB;

8. Ecum 1B1 cBusterens kubepOyiunura. TBou AeHCTBUA: BLICTYIUTD IIPOTHB
npecjejioBarelis, MoKa3arh €My, 4T0 €ro JAeHCcTBUs OLICHHBAIOTCA HEraTHBHO, 110/1-
JlepKaTh JKEpTBY, KOTOPOH HYKHa@ [CHXOJIOTHYEcKas OMOIb, COOOIMTE B3pOC-
JbIM O (haKTe arpecCUBHOIO MOBEJCHUS B CETH.



Mobunbublit Tenedon

CospeMeHHbIe cMapT(OHBI U [UIAHILETHI COlepKaT B cebe BIOJIHE B3pOC/IbIi
(QyHKUHOHAJ, H TeIepb OHU MOI'YT KOHKYPUPOBATL CO CTAMOHAPHBIMU KOMITBIO-
Tepamu. OJIHAKO, CPeJICTB 3aLIMThI JUISL 0JI00HBIX YCTPOMCTB [10K4 OY4eHb MAo.
TectupoBanue ¥ NMoMCK ysI3BUMOCTEH B HUX [IPOUCXOUT HE TAK MHTEHCUBHO, KK
Juisa 1K, To ke camoe kacaercsi 1 MOOMIIbHBIX [TPHIIOKEHHIA.

Cospemennble MOOU/IbHBIE Opay3epsl yKe NPaKTHYECKH JIOIHAIM HACTOJIb-
HbI€ aHAJIOrM, OJIHAKO pacliMpeHHe (QyHKIMOHAIA BiedeT 3a Co00H OO0JbIIYIO
CJIOKHOCTb M MEHBLIYIO 3alUIIEHHOCTD.

Jlaneko He BCe NMPOM3BOJIUTENM BblIYCKalOT OOHOBIEHMS, 3aKpbIBalOLIHE
KPUTUYECKHE YSA3BUMOCTH JUUISE CBOMX YCTPOMCTB.

OcHosHble coBeTbl JUisi 0e3011acHOCTH MOOKIBHOIO Tele(oHa:

Hwuuero ne ssnsiercs no-nacrosimemy decriatusiM. by octopoxken, Beib
Korza tede npejiaraioT 6ecruiaTHblii KOHTEHT, B HEM MOT'YT ObITh CKPbIThI KaKHe-
TO IUIaTHBIE YCIIYTH;

Jymaii, npexie yem otnpasute SMS, doro miu Bujaeo. Thl TOUHO 3HAEUID,
rje ouu OyayT B KOHe4YHOM urtore?

HeoOxoaumo 0OHOBISITL ONEPAIMOHHYIO CHCTEMY TBOCI0 cmapTdoHa;

Hcrnosnp3y aHTUBHPYCHbIE [1POIPAMMBbI /U1t MOOMIILHBIX TeJIe(OHOB,

He 3arpyxaii nNpuiIoKeHHs OT HEU3BECTHOI'0 MCTOYHMKA, Be/b OHU MOIYT
COZIepXKaTh BPEJIOHOCHOE [IporpaMmMHoOe obecreveHue;

IToce Toro kak Thl Bblijiellb € caiTa, /1€ BBOJAMII JIMYHYIO HHDOpMALIMIO,
3aii/l4 B HacTpOHKHK Opay3epa u yjaanu cookies;

[Tepuoauyeckn nposepsii, Kakue IJIaTHbIC YCIIYI'M aKTHBMPOBaHbl Ha TBOEM
HoMepe;

Jlasaii cBol HOmMep MOOWIBLHOrO TejedoHa TOILKO JIIOJAAM, KOTOPbIX Tbl
3Haelllb U KOMY JI0Bepselllb;

Bluetooth jnoimken ObITh BBIKJIHOYEH, KOIJIAa Thl UM HE 110Jb3yeuibes. He 3a-
ObIBail MHOI/1a IPOBEPSTH ITO.

Online urpsl

CoBpemeHHbIE OHJIAHH-UIPBI - 2TO KpacOYHbIe, 3aXBaThIBAIOLIME pa3Biicye-
HUsA, OOBEAMHSAIOMINE COTHH THICSAY YeJIOBEK 10 Bcemy mupy. Mrpokun uccreuyior
JAHHBIA UM MHUp, OOLIAIOTCS JIPYT C JAPYrOM, BBIIOJIHSIOT 3a/laHus, CPaXKaloTcs ¢
MOHCTPAaMM M IOJIYHalOT OIBIT. 3@ Y/JOBOJILCTBME OHM [LIATAT: HHOKYHAKOT JIMCK,
OIUIa4YMBAIOT A0OHEMEHT HJIM IPHOOPEeTaloT KaKHe-TO OITIHH.

Bce 3TH cpeacTBa WIYT HA NOJICPIKAHME U PA3BUTHE MI'Pbl, @ TAKIKE HA camy
0e30MacHOCTb: COBEPUICHCTBYIOTCS CUCTEMbl ABTOPU3ALMH, BBIIYCKAIOTCS HOBbIE
naTyy (UMGpPOBBIE 3aIIaTKK JUIst IPOrPaMM ), 3aKPbIBAOTCS YA3BUMOCTH CEPBEPOB.

B nmomo0HBIX HIrpax CTOMT ONacaTbCsi HE CTOJBKO CBOMX COIECPHHUKOB,
CKOJIbKO KpaKM TBOEro napoJ/isi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpPH3allHH
OOJIBIINHCTBA UIP.

OcHOBHBIE COBETHI 110 OE30MaCHOCTH TBOCI'O UI'POBOIO AKKAyHTa:

1. Ecin apyroi urpok Beaet ceds 1mjioxo WM co3jaaer rede HelpUATHOCTH,
3a0JIOKHPYH €ro B CIIMCKE HIPOKOB;



2. Iloxanyiicst aJIMUHUCTPATOPaM UIPbl HA IJI0XOE MOBEJCHHE ITOTO HIPO-
Ka, JKeJlaTeJIbHO MPUJIOKHTh KaKHe-TO J10Ka3aTelIbCTBA B BUJIC CKPUHOB;

3. He yxasspiBaii nmuunyio uudopmaiuio B npodaiisie urpbl;

4. Yaxaii Apyrux y4acTHUKOB I10 Urpe;

5. He ycranasinuBaid Heo()UIIMAIBHBIC ITATYH U MOJIbI;

6. Mcrosib3yit cl10KHBIE U pa3HbIe [1apOJiH;

7. Jlaxe BO BpeMs UIpbl HE CTOMT OTK/IOYaTh aHTUBUpYC. [loka Tl Urpa-
€lllb, TBOH KOMIIBIOTEP MOI'YT 3apa3uTh.

DUIIKMHT MK Kpaka JIMYHbIX JIaHHbIX

OOpIvHON KpaseH JICHET M JIOKYMEHTOB CErO/IHA YK€ HMKOIO He YJAMBHIIb,
HO C pasBUTHEM HMHTEPHET-TEXHOJIOIMH 3JI0YMBIIUICHHUKHU [1€PEMECTUIMNCh B UH-
TEPHET, U NMPOJOJIKAIOT 3aHUMATBCS "JIIOOUMBIM" JICJIOM.

Tak nosBuiack HOBasg yrposa: MHTCPHET-MOIICHHHYECTBA HJIH (DHILHHT,
rjiaBHas 1eJib KOTOPOr'o COCTOUT B [OJYHEHUH KOH(UICHIIMAIbHBIX JIAHHbBIX M0J1b-
30BaTesed - JIOrHHOB M napoJjieid. Ha anrnmiickom s3bike phishing uuraercs kak
¢uumnr (ot fishing - peiGHas Josisi, password - napoin).

OcHoBHbIe coBeTbI 110 6opbie ¢ GuiuHrom:

1. Cneam 3a cBouM akkayHTOM. Ecim Thl Moj103peBaciib, 4TO TBOS aHKeTa
ObL1a B3j10MaHa, TO HEOOX0AMMO 3a0JOKHPOBATH €€ H COOOIIUTH aIMHHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKopee;

2. Ucnone3yii 6e3onacHbie BeO-CaliThl, B TOM YUCJI€, HHTEPHET-MarasuHoB U
MIOMCKOBBIX CHCTEM;

3. Wcrnone3yi ciioHble W pasHble napoiu. Takum oOpaszom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBILUIEHHUKH 110Jy4YaTr J0CTYII TOJIBKO K OJIHOMY TBOEMY I1PO-
(U0 B CeTH, a HE KO BCeM;

4. Ecimu Teds B310OMAIH, TO HEOOXOAMMO MPELYIIPE/AUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpble 100aBiieHbl Y Te0s B JIpY3bsiX, O TOM, YTO TeOs B3/lOMaIH U, BO3-
MOYKHO, OT TBOEro MMeHH OyzeT pacchUIaThCs CllaM M CCHUIKH Ha (HUILMHIOBBIC
CauThl;

5. YcranoBu HajexHbli maposs (PIN) na MmoOuibHbIA TenedoH;

6. OTkaoun coxpaneHue napoiis B Opaysepe:

7. He orkpsbiBail daiiibl ¥ JIpyrue BJIOXKEHHUS B MHCbMax, Jlake €CJH OHH
NPULLIA OT TBOMX Jpy3el. Jlyduie yTo4HM y HMX, OTIPABJISIIM JIK OHH TeOe ITH
(haibl.

[{udposas penyrarus

[ludpoas peryranusi - 3T0O HeraTHBHAsi WJIM MO3UTHUBHAs MHOOpMaLUs B
cetu o Tebe. Komnpomerupyrowmas urpopmauus, pa3Melliennas B MHTepHeTe, Mo-
XKET Cepbe3HbIM 00pa3oM OTPa3sUThCs Ha TBOCH peasbHON xu3uu. "Lludposas pe-
myTauus" - 3T0 TBOW UMUK, KOTOPBIA (opMmupyercsi u3 uHdopmauuu o tebe B
MHTEpPHEeTE.

TBoe MecTo )uTelbeTBa, yueObl, TBOe (hMHAHCOBOE 110J10KeHHEe, 0COOEHHO-
CTH XapakTepa u pacckasbl 0 OJIM3KHX - BCE DTO HAKAIUUIMBACTCS B CETH.

MHorue nojipoCTKH J€rKOMbICIIEHHO OTHOCSTCS K MyOJIMKaUMK JIMYHON MH-
¢opmauuy B MurepHeTe, He [OHUMAs BO3MOXKHBIX IMOCJICACTBHH. Thl jaxe He



CMOMKECIIbL A0rajaaTbCsa O TOM, 4TO Q)OTOFpa(bHH, pasMCLICHHAA 5 ner Ha3sall, cTalla
NPUYMHON OTKa3a NpUHsIThL TeOs Ha padoTy.

KommenTapuu, pasmeuienie TBOMX Gororpaduii U Jpyrue ACHCTBHS MOTYT
He MCUE3HYThb Ja)e I10CJIe TOro, KaK Thl UX y/lajiullib. Thl HE 3Haellb, KTO coxpa-
HUJ1 9TY MH(OPMALIMIO, 11011aJ1a JIM OHA B IIOMCKOBBIC CHCTEMbI M COXPAaHMIIACh JIH
OHa, a rjaBHOE: YTO MOAYMAlOT 0 Te0e OKpYKalollMe JII0/IM, KOTOpble HAHUAYT M
YBHAAT 2T0. HalT uH(pOpMaLIMIO MHOTO JIeT CIYCTSt CMOKET 000 - Kak U3 J100-
pPbIX MOOYXK/AEHUH, TaK U C HAMEPEHUEeM IIPHYUHHUTHL Bpe. DTO MOXKeT ObITh KTO
YIOJHO.

OcHOBHbIE COBETBI 110 3aMTe LUPPOBOIN pernyTalnm:

1. IToaymaii, npex/e yeM 4ro-To ny0JIMKoBaTh U nepeaasars y ceds B 0jore
UJIA B COILMAJIBHOM CETH;

2. B nactpoiikax npoduis yCcTaHOBH OrpaHUYCHHS Ha IPOCMOTP TBOErO
PO UIIS U ero COACPIKUMOT0, cjiesail ero ToJabKo st Jpysei”;

3. He pasmemiaii 1 He yka3sbiBail MH(pOpPMALMIO, KOTOPasi MOKET KOro-inoo
ockopOsATH MK 00MIKATE.

ABTOpCKOE I1paBo

CoBpemeHHbBIC IIKOJIBHUKM - AKTUBHBIC [10J1b30BaTe/IM LU(GPOBOro Ipo-
ctpancTBa. OQHAKO JaleKO HE BCE 3HAIOT, YTO I0JIb30BAHHE MHOTMMH BO3MOKHO-
cTAMH 1KPpoBOro Mupa tpedyer coOIIO/IeHNs 1IpaB Ha MHTE/UIEKTYAlIbHYIO COO0-
CTBEHHOCTb.

Tepmun "uHTeUIeKTYa bHAsE COOCTBEHHOCTD' OTHOCHTCS K pas/IMYHLIM TBO-
PEHUSAM YEJIOBEYEeCKOI0 yMa, HauyuHas ¢ HOBBIX M300pereHMil U 3HaKoB, 0003Ha-
YalOMIMX COOCTBEHHOCTh HA 1IPOJYKTBI M YCIIYI'HM, W 3aKaH4yMBasi KHUIramu, Goro-
rpausAMH, KHHO(QHIBMAMH U MY3blKaJlbHbIMH [IPOH3BE/ICHHSAMH.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTL Ha
IIPOU3BEICHUS] HAYKH, JIMTEpaTypbl H UCKyccTBa. ABTOPCKHE IpaBa BbICTYIAIOT B
Ka4eCTBE rapaHTHHU TOr0, 4TO MHTEJUICKTYaJIbHBIH/TBOPYECKHUH TPy aBTopa He Oy-
JIeT HanpacHbIM, JacT €My CIpaBeJUIMBbIe BO3MOKHOCTH 3apaboTarh Ha pe3y/ibTa-
Tax CBOEro Tpy/a, MOJYYUTh U3BECTHOCTHh W npu3Hanue. Hukro 6e3 paspereHus
aBTOpa HE MOJKET BOCIPOM3BO/IMTE €ro NMPOW3BEACHHE, paclpocTpasaTh, myobany-
HO JACMOHCTPHPOBATH, IPO/AaBaTh, UMIIOPTUPOBATH, [IyCKAaTh B IPOKAT, IMyO0au4HO
UCIIOJIHATH, IOKA3bIBATH/UCIIONHATE B 2 Upe WK pasmelars B MHrepHere.

Hcnonb3oBanue "muparckoro” nporpaMmMHOro obecriedyeHus MOKET npHBe-
CTH K MHOI'MM DHCKaMm: OT IIOTEPH JIaHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKH
TBOEI0 YCTPOMCTBA, Ijle yCTaHOBJIeHa HellerajibHas nporpamma. He crour takxe
3a0bIBaTh, 4YTO CYILUECTBYIOT JieralibHble M OecrulaTHbE IPOrpaMMbl, KOTOPbIE
MOHO HAUTH B CETH.

O nopraie

CereBHYOK.pd - TBOH IV1aBHBIN COBETYMK B CETH. 31€Ch Thl MOXKEIIb Y3HATD
0 0€30MacHOCTH B CETH MOHATHBIM H JOCTYIIHBIM A3bIKOM, @ [PH BO3HUKHOBEHHH
KPUTHYECKOH cHUTyalMu oOpaTUThCS 3a COBETOM. A TAaK)Ke IPUHATH ydyacTHe B
KOHKYpPCax M CTaTb CaMbIM HHU(POBBIM I'pakJiaHuHOM!



